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Label Handler URL

sample

This URL was accessed 10 times:

Request URL

IP
Source Method Params

79.127.146.180 GET

session=Q
OUSFJPEIN
SZJKWET)

79.127.160.181 GET

redir=http
s://google.
com

79.127.160.181 GET

https://app.pentest-tools.com/logger/XtlpagPNgl

User Agent

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

1/3

0os

Windows
10 x64

Windows
10 x64

Windows
10 x64

Requests received

Headers

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.146.180
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

10

Request
Body

Empty

Empty

Empty

Date

Tue May
27, 2025
01:45:45
pm

(GMT
+3)

Tue May
27,2025
01:48:13
pm
(GMT
+3)

Tue May
27,2025
01:48:43
pm
(GMT
+3)



79.127.160.181 POST

79.127.160.181 PUT

79.127.160.181 HEAD

79.127.160.181 HEAD

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36
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Windows
10 x64

Windows
10 x64

Windows
10 x64

Windows
10 x64

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
Content-Length: 28
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*
Content-Type: applica
tion/x-www-form-urlen
coded

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
Content-Length: 14
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*
Content-Type: applica
tion/x-www-form-urlen
coded

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

username

=admin&

password
=root

loggingme
ssage

Empty

Empty

Tue May
27,2025
01:49:27
pm
(GMT
+3)

Tue May
27, 2025
01:49:49
pm

(GMT
+3)

Tue May
27,2025
01:49:59
pm
(GMT
+3)

Tue May
27,2025
01:50:15
pm
(GMT
+3)



79.127.160.181 OPTIONS

79.127.160.181 DELETE

79.127.160.181 GET

file=image
.png&open
=victim_of
_a_phishin
g_attack

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/136.0.0.0
Safari/537.36

3/3

Windows
10 x64

Windows
10 x64

Windows
10 x64

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

Host: ptt-logger.net
X-Forwarded-For: 79.1
27.160.181
Connection: close
User-Agent: Mozilla/5
.0 (Windows NT 10.0;
Win64; x64) AppleWebK
it/537.36 (KHTML, lik
e Gecko) Chrome/136.0
.0.0 Safari/537.36
Accept: */*

Empty

Empty

Empty

Tue May
27,2025
01:50:27
pm
(GMT
+3)

Tue May
27, 2025
01:50:40
pm

(GMT
+3)

Tue May
27,2025
01:51:17
pm
(GMT
+3)



	HTTP Request Logger Report

