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Scan result

[+] URL: http://testingl.pentest-tools.com:9002
[+] Started: Tue Apr 25 11:22:01 2023

[+] Found 2 interesting headers.
| Server: Apache/2.4.10 (Debian) PHP/5.6.16
| X-Powered-By: PHP/5.6.16

[+] Joomla version 3.4.5 identified from admin manifest
[!] Found 8 vulnerabilities affecting this version of Joomla!

[!] Title: Joomla 1.5 - 3.4.5 - Object Injection Remote Command Execution
| Reference: https://www.exploit-db.com/exploits/38977
| Reference: http://www.cvedetails.com/cve/CVE-2015-8562

[i] Fixed in: 3.4.6

[!] Title: Remote Code Execution in third-party PHPMailer library
| Reference: http://www.cvedetails.com/cve/CVE-2016-10033
| Reference: http://www.cvedetails.com/cve/CVE-2016-10045

[i] Fixed in: 3.6.5

[!] Title: Account Creation

| Reference: https://www.exploit-db.com/exploits/40637

| Reference: http://www.cvedetails.com/cve/CVE-2016-8870
[i] Fixed in: 3.6.3

[!] Title: Elevated Privileges

| Reference: https://www.exploit-db.com/exploits/40637

| Reference: http://www.cvedetails.com/cve/CVE-2016-8869
[i] Fixed in: 3.6.3

[!] Title: Account Modifications
| Reference: http://www.cvedetails.com/cve/CVE-2016-9081
[i] Fixed in: 3.6.3

[!] Title: Joomla! < 3.6.4 Privilege Escalation
| Reference: http://www.cvedetails.com/cve/CVE-2016-9838
[i] Fixed in: 3.6.4

[!] Title: Shell Upload
| Reference: http://www.cvedetails.com/cve/CVE-2016-9836
[i] Fixed in: 3.6.4

[!] Title: Information Disclosure
| Reference: http://www.cvedetails.com/cve/CVE-2016-9837
[i] Fixed in: 3.6.4
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[+] Scanning TOr vulneraplLe components...
[!] Found 0 vulnerable components.

[+] Scanning for vulnerable modules...
[!] Found 0 vulnerable modules.

[+] Scanning for vulnerable templates...
[!] Found O vulnerable templates.

Scan parameters

Target: http://testingl.pentest-tools.com:9002

Scan information

Start time: 2023-04-2511:22:00 UTC+03
Finish time: 2023-04-2511:32:48 UTC+03
Scan duration: 10 min, 48 sec

Scan status: m
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